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Secure use of individual patient data from clinical trials
Publishing the results of all clinical trials, whoever funds 
them, is required for ethical, scientifi c, economic, and 
societal reasons.1 Individuals who take part in trials need 
to be sure that data they contribute are used to further 
knowledge, prevent unnecessary duplication of research, 
and improve the prospects for patients.

Endorsement of these principles is clear in the support 
received for the UK-based charitable trust Sense about 
Science’s campaign demanding that all clinical trials 
should be registered and reported.2 However, although 
the campaign recognises the advantages of analyses 
based on individual participant data (IPD), it is not calling 
for open access to IPD. The campaign recognises that risks 
to personal privacy must be taken seriously. These risks 
are not just theoretical: a recent study was able to identify 
50 individuals from public websites that contained 
genetic information.3 The research community must 
work with others to defi ne what constitutes appropriate 
protection of identifi able information if it is to retain 
public trust in the use of IPD.

Analyses based on IPD have many advantages. In 
1970, The Lancet published a report based on nine trials 
of anticoagulant therapy after myocardial infarction.4 
That study showed how, compared with analyses of 
aggregate data, access to IPD facilitated more thorough 
data checking; identifi ed missing information; prompted 
renewed searches for key outcomes; enabled longitudinal 
analyses based on serial measurements in individuals; and 
off ered greater reliability of subgroup analyses. Nearly two 
decades passed before others began to collaborate widely 
to use IPD analyses. These initiatives from collaborative 
trialists’ groups resulted in authoritative analyses of direct 
relevance to patient care in cancer and cardiovascular 
diseases, among others.5,6 The advantages of IPD analyses 
have prompted calls for wider access to such data,7 and 
we support these calls. However, robust arrangements 
are needed to minimise the risks of breaches of patient 
confi dentiality. The experience gained within trialists’ 
collaborations is important, since, as far as we are aware, 
they have an unbroken record of maintaining patient 
confi dentiality in their IPD analyses.

The protection of privacy is vital in IPD analyses and 
anonymisation is a key requirement. The US privacy rule is 
often cited as the standard to follow in removing patient 
identifi ers,8 although judgment is needed to assess 

whether information from two or more sources might 
be combined to identify individuals. At one extreme, so 
much information can be removed to protect privacy that 
the scientifi c value of IPD analyses is lost. On the other 
hand, information might be included that could identify 
sensitive health information about individuals.

One approach is to provide IPD to researchers under 
a controlled system, combined with making other trial 
infor mation public, such as the main body of industry’s 
clinical study reports. However, this approach also 
presents challenges. For example, some reports contain 
case narratives of the medical histories, treatments, and 
outcomes of individuals who have had serious adverse 
events. It might seem reasonable for this information 
to be made public, particularly as it relates to safety. 
However, the information could identify individuals. 
Many journals would not publish such an account without 
explicit informed consent from the patient concerned.9 

Should these data be published in full as part of a publicly 
available record? Should information be removed, and, if 
so, how much of it? Or should such case narratives of IPD 
only be provided to bona-fi de researchers?

Another practical problem relates to patient identifi er 
numbers. We understand that some data protection 
authorities in Europe determine that data from each 
patient can only be considered anonymised if personal 
information and the code number are removed.10 How-
ever, redaction of code numbers makes it impossible 
to link the treatment and outcomes of individuals. One 
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Total hip arthroplasty for treatment of end-stage 
hip arthritis that is non-responsive to non-operative 
manage ment is one of the most clinically successful and 
cost-eff ective orthopaedic procedures, and is generally 
con sidered a safe operation that can reduce pain and 
increase function and quality of life.1,2 Although post-
operative mortality within 90 days after total hip 
arthro plasty is low, it is a subject of importance that 
needs to be quantifi ed. More than 285 000 total hip 
replacements are done each year in the USA. With this 

number expected to increase over the next 20 years,3 
a more detailed understanding of mortality after this 
procedure could help orthopaedic surgeons to improve 
the care of their patients, as well as educate patients 
about potential complications, and ultimately reduce 
related morbidities.

Several studies4–9 have attempted to identify con tribu-
ting risk factors that might increase the mortality rate 
after total hip arthroplasty. However, most reports are 
based on small case series compared with the number 
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solution is to apply a diff erent code number and delete 
the link between the new code number and the old one. 
Although not insurmountable, this solution presents 
practical challenges and costs if applied to all studies 
across academia and industry.

An international standard or approach for sharing of 
clinical trial information, which draws on the experience 
of collaborative trialists’ groups that use IPD, needs to be 
established to balance the benefi ts to society of enabling 
more rigorous research analysis with acceptable risks to 
privacy. What approach to privacy should be taken when 
making trial information public? How can the importance 
of information that has been removed to protect privacy 
be assessed and by whom? Can minimally anonymised 
information be made available to other researchers? What 
controls, if any, need to be in place? The answers to these 
questions require a pragmatic consensus that includes 
policy makers, researchers, privacy experts, and patients. 
Sharing clinical trial information and data is as critically 
important as the protection of privacy, and there is an 
urgent need for an informed debate and agreed standards. 
We believe that it would be useful to have an independent 
body to host data to provide common format and access 
mechanisms, and to ensure transparency over requests 
and access decisions, or refusal.

Single instances of abuse of access to personal data can 
have far reaching eff ects. The UK’s system of personal 
identity cards, which was introduced for reasons of 
national security at the beginning of World War II, was 
abolished in 1952. This was because the police had 
wrongly demanded that Clarence Willcock produce his 
personal identity card in connection with an alleged 
driving off ence.11 We cannot aff ord to risk an abuse of 

privacy leading to a reaction that would legislate against 
use of IPD.
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